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Resources

* https://rprustagi.com/ELNT/Experiential-
Learning.html

— Articles in ACCS Journal https://acc.digital
* www.github.com/rprustagi

— Source code and examples for articles
* https://www.rprustagi.com/ieee/drait

— Slides for this talks

— Example web pages

— Example programs

* Computer Networks: A Top Down Approach -
Kurose, Ross
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Day |: HT TP Advanced Features

* Overview: HT TP and wireshark

* Headers: Compression, Language, Partial content

* Hands-on 1: HTTP features access

 HTTP Authentication mechanism

* Base64 encoding and decoding

* Handson-2: Setting up authentication

* Dynamic Web, 5xx: Internal Server Error

* Handson-3: Experimenting with 3xx and 5xx status

* Basics of web performance
* Content prefetch, Image sprite, Domain Sharding
* Handson-4: Experience web performance
* Summary
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Day 2:IP Routing and Errors

* Overview: IP address and routing

* Creating routing table entries

* Handson-|:Working with routing tables

* Working w/ Multiple IP addresses

* Overlapping subnets, Longest prefix match
* Longest prefix match

* Handson-2: Implement variable subnets

* Understanding routing loops and recovery
* Handson-3: Experiment with TTL expiry

* Network errors and diagnostics

* ICMP redirect, destination not reachable

* Handson-4: Experience ICMP errors

e Summary
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Day 3: Basics of Web Security

* Overview: HTTPS protocol

* Server certificate and server authentication

* Handson-1: Deploying a SSL certificate

* Mixed content and browser warnings

* Locks icons and HT TP Status

* Handson-2: Creating website with mixed content
* MITM attack and ARP spoofing

* MITM with browser and information stealing

* Handson-3: Implementing MITM with arpspoofing
* Understanding HSTS, CSP

* Handson-4: Implementing CSP and HSTS
* Summary
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Day |: HT TP Advanced Features

* Overview: HT TP and wireshark

eaders: Compression, Language, Partial content
ands-on L1: H T TP features access

T TP Authentication mechanism

* Basebt4 encoding and decoding

* Handson-=2: Setting up authentication

* Dynamic VWeb, Sxox: Internal Server Error

* Handson-=3: Dynamic web

* Basics of web performance

* Content prefeteh, [mage sprite, Domain Sharding
* Handson-4: Experience web performance

* Summary
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NETWORK

Acronym
* Novel
* Experience of
* Theoretical,
* Working,
* Operational, and
* Realized
* Knowledge
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Setup Requirement

10-'-1-101 10-1.1.1
MYyWaW.comM
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Tools

Owireshark

Ohttps://www.wireshark.org/docs/
wsug html chunked/

O Capture and Display filters
O Graphical, built on tcpdump

OTCP session display
O Changing Ul options

Otcpdump: command line capture tool
O-o0 output file
O-c packet count
O-1 interface names
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N\, "Wi-F: er0 (host ise.pasit.pes.cdu and port 80)

File Edit View Go Capture Analyze Staristics Telephony Tools [nternals Help
F = N 4 4 i 4 ® = - ':-‘ -
@@ dMd BENXQ QAo FEIESR QO F fEME
Filter: v |Fxpression... Clear Apply Save
No. |Time | sre [Dstn [Len |Prora |info :
1 £ 090008 192.168.1.4 27.3251.237.199 78 TCP 51321 > http [SYN] Seq—3 Win—65535 Len—0 MSS-1468 WS
2 £ 193876 27.251.237 139 192.168.1.4 74 TCP hitp > 51821 [SYN, ACK] Sey=0 Ack=1 Win=23960 Len=0
3 ©.104048 192 158 1.4 27.251.237.199 65 TCP 51321 > htlp [ACK] Seg=1 Ack=1 Win=131584 Len=0 TSva
49 104377 197 168 1.4 27.251.237.199 382 STTP GFT JSpublic/vuiet/ HTTP/1.1
5 B 105448 27.251.237 139 192.160.1.4 65 TCP http > 51321 [ACK] Seq=1 Ack=315 Win=300RA 1=n=0 TSv

HITP/1.1 200 UK (text/html)

192.164U.1.4
27.251.237.199

& ©.187556
/bB.187714

27.251.237.199
192.168.1.4

g3q e

51321 > http [ACK] Scq=315 Ack=/6Y Win=13¥8l5 Len=0 ~
D

Frame 6: 831 bytes on wire (6672 bit:s), 834 bytes capturec (5672 bits) 4

Jate: Sun, L1 Uct 2015 12:38:53 CM\~\r
Server: Apache/s2.7.6 (Ubuntu)\r\n
Vary: Accepl-Encoding\r\r
Conlenl-Encoding: gz_o\r\n

P Content-leng=h: 518\r\n
Keen-Alave: Timeout=5, max="00\r\n
Lonnection: Keep-Alive\rin
Lontent lype: text/htaml;charset=UIF 8\rin
\r\n
[HTTP response 1/1]

[Time since recuesl 2.083183000 seconds]

PP Ethernel II, Src D-LinkIn b6:dd:47 (lc:al:(7:06 du 47), Osl: Apple da:Sc:ed (54:26 95:da:6c:ed)
P Internet Protocol Version 4, Src: 27.251.237 199 (27.251.237.199), Os=t: 192.163.1.4 (192.168.1 4)
P Trarsmission Con<ro. Protocael, Src Port: http (80), Dst Part: 51827 (51827), S=q: 1, Ack: 315, l=n: 768

i mmee
b

[Request =2~ “rzme: 4] L;
Y s ) 3ol
00£0 -
010 D
naz0 v
@ Frame (834 bytes) Uncompressed entity body (1546 bytes)
@ # Frame (frame), 834 bytes | P_.. ] Profile: Default y




Wireshark capture filters

* Traffic between A and either B or C
host A and \( B or C\)

* Traffic between A any host except B
host A and not B

* Capture just SYN or FIN pkts
tcpltcpflags] & (tcp-syn|tcp-fin) !'= 0

* Web traffic containing data i.e. avoid TCP acks

tcp port 80 and (((1p[2:2] -
((1p[0] &0xf)<2)) -
((tcp[1l2]&0x£0)>>2)) != 0)
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Wireshark Display Filters

OSource IP filter

Oip.src == 192.168.1.1
ODestination IP filter

Oip.dst == 192.168.1.1

Oip.dst != 192.168.1.1
OProtocol filter

Ohttp || icmp

OPort number
Otcp.port eqg 80

OTCP Seq
Otcp.stream eq 1
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tcpdump - Usage Examples

To capture between two specified hosts and save
S sudo tcpdump -n -i ethO -w
file.pcap host <A> and host <B>

To capture 100 packets received from server X
S tcpdump -n -1 ethO -c¢ 100 src <X>

To capture HT TP packets with data
S sudo tcpdump -n -1 ethO
‘tep port 80 and (((1pl[2:2] -

((1p[0] &0xf)<2)) -
((tcp[1l2]&0x£0)>>2)) = 0)"°
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Application Software

* Apache Web Server (www.apache.org)

— Configurations (/etc/apache2/apache2.config)
— [etc/apache?/sites-available/000-default.conf
* Directives

* Logging
e DocumentRoot

e | oadable Modules
* Virtual Host

* Firefox browser

— Options for configurations
eabout:config
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http://www.apache.org
about:config

Tools
« wget: wget [options] <url>
» Options
—d # to debug headers
-0 <file> # to save with different name
-1 <urlsfile> # list of urls in a file
—C # to resume to broken download

——1limit-rate=500k
——-header=<headers>

——http-user=user ——http-password=..

<
)
<
4
» —b # run in background
<
<
<
)

—mk # mirroring with local link conversion
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Tools - nc

ncC usage

-1 acting as server

—-u use UDP

-1 for interval based transmission (lines)

—k for keeping server up after connection close
Examples

nc <servername> <server port> # client

nc -1 port# server
To transfer files
Server. nc -1 <port> >file.daf
Client: cat <file> | nc <servername> <port>
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Tools - ping

Oping (Packet Inter Network Groper)
O Checking reachability

Oping hostname
o —i changing packet interval
e —c packet count
o —f flooding the network
* —Q quite mode
o —s change packet size

e —W response timeout
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HTTP overview

* HTTP: hypertext
transfer protocol

* Web’s application layer
protocol >

* Defines how client requests F_;%rugrrgng r
web page from server retox browse

e client/server model

* client:browser that
re_i]uests, receives, (using
HTTP protocol) and
“displays” VVeb objects

« server:.VWeb server
sends (using HTTP
protocol) objects in hone runming
response to requests Safar browser

server

running

Apache Web
server
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HTTP request message

* two types of HTTP messages: requestesponse

* HTTP request message:
* ASCII (human-readable format)

carriage return character

line-feed character

request line
(GET, POST, . GET /Workshops/web/welcome._html HT4P/1-1\r\n
HEAD commands) ~Host: 10.1.12.2\r\n

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 11
Accept: text/html,application/xhtml+xmI\r\n
head Accept-Language: en-us,en;d=0.5\r\n
€ader  accept-Encoding: gzip,deflate\r\n
lines Accept-Charset: 15S0-8859-1,utf-8;g=0.7\r\n
Keep-Alive: 115\r\n

Connection: keep-alive\r\n

carriage return, {i{Modlfled—Slnce: Tue, 03 Jul 2018 04:57:12 GMT

line feed at start i
of line indicates S
end of header lines
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HT TP response message

status line
(protocol .HTTP/1.1 200 OK\r\n
status code — Thu, 26 Jul 2018 05:11:36 GMT\r\n

tatus ph
status phrase) Server: Apache\r\n

Last-Modified: Tue, 03 Jul 2018
17:27:18 GMT\r\n
header | Upgrade: h2,h2c
lines | Accept-Ranges: bytes\r\n
Content-Length: 209\r\n
Keep-Alive: timeout=10, max=100\r\n
Connection: Upgrade, Keep-Alive\r\n
Content-Type: text/htmlI\r\n
\r\n

data, e.9. 1" data data data data data ...
requested

HTML file
IEEE
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Day |: HT TP Advanced Features

o Overview: HT TP and wireshark

* Headers: Compression, Language, Partial content
o Hands-on L: HT TP features access

o HT TP Authentication mechanism

* Basebt4 encoding and decoding

* Handson-=2: Setting up authentication

* Dynamic VWeb Sxo¢ Internal Server Error

* Handson-=3: Dynamic web

* Basics of web performance

* Content prefeteh, [mage sprite, Domain Sharding
* Handson-4: Experience web performance

* Summary
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Languages

* Preferred language of user
— Firefox: Preferences->Languages

* Header Accept-Languages: en-US,
hn—-IN

* Change your preferred language.

* Access google.com
* Web page will be in your preferred language
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Firefox: Language Setting

Languages

Web pages are sometimes offered in more than one
language. Choose languages for displaying these web

pages, in order of preference

English/United States [en-us] Move Up

English [en] Move Down
Hindi [hi] Remove
Select a language to add... v Add

Experiential Learning/HTTP Advanced




Google webpage in Hindi

GoogleEﬁGr mﬁﬁ%gi?réﬁiﬁ?
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Chunk Delivery

* Delivering large objects (.e.g images)
— Browser gets full content before displaying
— May cause user dissatisfaction

— Preferred approach:
* Immediate rendering of partial contents
* Continuous incremental update of web page
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Incremental Image Display

10.1.1.%/chunk-xfer.php

X ]

> J [ 10.1.1.1/chunk-xfer.php X] [

10.1.1.1/chunk-xfer.php 10.1.1.1/chunk-xfer.php

10.1.1.9/chunk-xfer.php
10.1.1.1/chunk-xfer.php
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Chunk Delivery

e Header Transfer-encoding: chunked

— Continuous output and display
— <host>/transfer-encoding-chunked.php
— Useful for large HTML content

— Useful for incremental image display.

— URL:

e http://rprustagi.com/bites/chunk-
xfer.php
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Incremental Image Display
HTTP/1.1 200 OK

Date: Sun, 25 Mar 2018 05:41:36 GMT
Server: Apache

Transfer-Encoding: chunked
Content-Type: 1mage/jpeg

3e8

3e8
<?Xpacket end="'w'"?>_..._8Photoshop 3.0.8BIM..... .8

O
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Sample Server Program

header ('Content-Type: image/Jjpeqg');
header (' Transfer-Encoding: chunked') ;
SchunkSize = 1000;
Shandle = fopen(‘../img/img-07.9pg', 'rb'):;
while (!feof (Shandle)) {
Sbuffer = fread($Shandle, $chunkSize);
#chunk size 1in hex, content, new line
echo sprintf("'%x\r\n**, $chunkSize);
echo $buffer; echo "\r\n';
flush();

usleep (500000); # mimic network latency

J

fclose (Shandle)
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Partial Content Request

* Resuming a previous download
— e.g. wget -C
* Download multiple chunks in parallel
— Increases efficiency (saves on latency)
* Requirements
— Header to specify start of content location
— Header to specify length of content chunk
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Headers: Partial Content

* Request headers
Range: bytes=<m=>-<n=>,or
Range: bytes=<m>- #Till the end
* Response headers
Accept—-Ranges: bytes
Content-Range: bytes 78-145/395
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Partial Content Request

GET /pictures.html HTTP/1.1
Host: 10.211.55.9
User-Agent: Mozilla/5.0 ..

Accept: text/html,application/
xhtml+xml
Accept-Language: en-us,en;g=0.5

Range: bytes=100-200
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Partial Content Response

HTTP/1.1 206 Partial Content
Date: Sun, 25 Mar 2018 05:56:57 GMT
Server: Apache/2.4.18 (Ubuntu)

Last—-Modified: Sun, 18 Mar 2018
08:00:31 GMT

Accept-Ranges: bytes
Content-Length: 68

Vary: Accept-Encoding
Content-Range: bytes 78-145/395
Content-Type: text/html

<img src="/img/img-01.jpg" />
<img src='"/img/img-02.jpg"' />

IEEE
computer Experiential Learning/HTTP Advanced
soclety




Partial Content Access

e S curl -H “Range: bytes=0-199"” -o
chunkl.html http://myweb.com/mypage.html

e S curl -H “Range: bytes=200-399” -o
chunk2.html http://myweb.com/mypage.html

e S curl —-H “Range: bytes=400-" -o
chunk3.html http://myweb.com/mypage.html

e S cat chunkl.html chunk2.html
chunk3.html >response.html

* open response.html in browser
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Compression

* Benefits of compression
— Saves on bandwidth
— Many compression types
* When web server supports compression

— Response will be compressed using specified
compression mechanism
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Compression

* HTTP request Header
Accept-encoding: gzip, deflate

* HTTP Response headers are
eVary: Accept-Encoding
e Content-Encoding: gzilp
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Partial Content Compressed Response

HTTP/1.1 206 Partial Content
Date: Sun, 25 Mar 2018 05:58:36 GMT
Server: Apache/2.4.18 (Ubuntu)

Last—-Modified: Sun, 18 Mar 2018
08:00:31 GMT

Accept-Ranges: bytes

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Range: bytes 78-145/153
Content-Length: 68
Content-Type: text/html

2837122 (2V12a]C222t%} 2Fxe?212252+k?2W?27?
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Day |: HT TP Advanced Features

* Hands-on 1: HTTP features access

o HT TP Authentication mechanism

* Basebt4 encoding and decoding

* Handson-=2: Setting up authentication

* Dynamic VWeb, Sxox: Internal Server Error

* Handson-=3: Dynamic web

* Basics of web performance

* Content prefeteh, [mage sprite, Domain Sharding
* Handson-4: Experience web performance

* Summary
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Hands-on 1:

* Use of compression
— Use header Accept-Encoding: gzip to
access the content.
— Use it with partial content access to download
the same large file and verify the access
* Language preference usage

— Set the language of your preference and access
google.com and check the web page.
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Hands-on 1:

* Incremental image display

— Choose your image and see the continuous
display. Download and install the program

— rprustagi.com/bites/chunk-xfer.php

 Partial content access
— Use header Range: bytes=<ml|>-<m2>

— Access the partial content.

— Access a large file (e.g. I00KB) in chunks of 20KB,
join the chunks and open the file in browser to
verify that file is intact.
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Day |: HT TP Advanced Features

* HTTP Authentication mechanism

* Basebt4 encoding and decoding

* Handson-=2: Setting up authentication

* Dynamic VWeb, Sxox: Internal Server Error

* Handson-=3: Dynamic web

* Basics of web performance

* Content prefeteh, [mage sprite, Domain Sharding
* Handson-4: Experience web performance

* Summary
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HT TP Headers - Authentication

* Authorization: Basic
— Uses Base64 encoding

* Apache configuration
<Directory /var/www/html/private>

AuthType Basic
AuthName “For Bites Workshop”
AuthBasicProvider file
AuthUserFile /etc/apache2/passwdfile
Requlre user CSE

</Directory>

 Commands to create passwords
—htpasswd [-c] /etc/apache2/
passwdfile

* Restart apache
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HT TP Authentication

* Access /private/abcd.html
— Should see the response as below
— Enter the username/pass

IEEE

Log in to myweb.com:80
Your password will be sent unencrypted.

IUser Name

Password

(] Remember this password

computer Experiential Learning/HTTP Advanced
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Day |: HT TP Advanced Features

* Base64 encoding and decoding

* Handson-=2: Setting up authentication

* Dynamic VWeb, Sxox: Internal Server Error

* Handson-=3: Dynamic web

* Basics of web performance

* Content prefeteh, [mage sprite, Domain Sharding
* Handson-4: Experience web performance

* Summary
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Encoding of username/password

* Uses Base64 encoding.
— Letters:
* ‘A-Za-z0-9+/° # 64 letters (6 bits)
o ‘="afiller.

* For input data, take 6 bits at a time and use the
corresponding encoding.

— Example:‘bites’ is 0x6269746573, i.e.
01100010 01101001 01110100 01100101 01100100

—First 6 bits: 01 1000 i.e. value 24 i.e. letter Y (0—>A)
—Second 6 bites: 100110 i.e. value 40, letter o’
* Username and password are separated by ;" (Colon)

* Transmitted in clear text
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HT TP Redirect

* Content type

— accessing hello.html vs hello.txt
eContent-Type: text/html

Content-Type: text/plain
* Location (i.e. URL Redirect)

* Apache config

—Redirect http://workshops.rustagi.com http://
rprustagi.com/workshops

* Access <server>/CSE
— 302 - Location: http://rprustagi.com/workshops

* Access google.com
— user browser or (wget -d <URL>)
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Day |: HT TP Advanced Features

* Handson-2: Setting up authentication

* Dynamic VWeb, Sxox: Internal Server Error

* Handson-=3: Dynamic web

* Basics of web performance

* Content prefeteh, [mage sprite, Domain Sharding
* Handson-4: Experience web performance

* Summary
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Hands-On 2

» Status code 401 (change Apache config)

— Define username/password

— Configure a directory with authentication

— Restart apache

— Access the web page from this URL.
 Status code 301/302 (Header Location:)

—wget -d http://google.com
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Day |: HT TP Advanced Features

* Dynamic web, 5xx: Internal Server Error
* Handson-=3: Dynamic web

* Basics of web performance

* Content prefeteh, [mage sprite, Domain Sharding
* Handson-4: Experience web performance

* Summary
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Dynamic Web

* Invoking CGl
— Apache config
<Directory /var/www/html/cgi>
Options ExecCGI
SetHandler cgi-script
</Directory>

— Enabling CGl as module
e sudo azZenmod cgil
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Working of cgi-bin

* Web server executes the program referred in
URL

* Program is responsible for providing all the
response header

— Web server reads all the data sent by program
— Validates that output is proper
* If program crashes (exits improperly)
— HTTP headers could be corrupted/improper
* When web servers sees inconsistency,
— Given 500 Internal Server Error
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Example of Dyanmic Web

e Sample CGl script : cgi-good. sh
#!/bin/bash
echo "Content-Type: text/html”;
echo “'";
echo "<hl>Hello World!</hl>";
exit;

* Error noticed by web server

— No empty line between HT TP headers and HTML
content
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Example |:500 error

e Sample CGl script: cgi-badl.sh
#!/bin/bash
echo "Content-Type: text/html”;
#echo “";
echo "<hl>Hello World!</hl>";
exit;

* Error noticed by web server

— No empty line between HT TP headers and HTML
content
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Example 2: 500 error

e Sample CGI script: cgi-bad?2.sh
#!/bin/bash
echo "Content-Type: text/html”;

echo “Host mywww.com";

eChO \\";
echo "<hl>Hello World!</hl>";
exit;

* Error noticed by web server
— Invalid header format
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Example 3: 500 error

e Sample CGl script : cgi-bad3.sh
#!/bin/bash
echo "Content-Type: text/html”;

echo “Host: mywww.com";

sleep 5;
exit 1;
eChO \\n’.

echo "<hl>Hello World!</hl>";

* Error noticed by web server
— Abrupt termination
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Day |: HT TP Advanced Features

* Handson-3: Dynamic web
* Basics of web performance
* Content prefeteh, [mage sprite, Domain Sharding
* Handson-4: Experience web performance

* Summary
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Hands-On 3

e Status code 500
—<host:>/cgi/bad-cgi.sh
— #Use multiple errors types
* Invalid header format

* Missing required header
* Program crashing

e Status code 200
—<host:>/cgi/good-cgi.sh

)
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Day |: HT TP Advanced Features

* Basics of web performance
* Content prefeteh, [mage sprite, Domain Sharding
* Handson-4: Experience web performance

* Summary
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Page Load Time vs Latency

3500
3000
2500
2000
1500
1000

Page Load Time as bandwidth increases

Page Load Time (ms)

TMbps  2Mbps  3Mbps 4Mbps 5Mbps  6Mbps  7Mbps 8 Mbps
3500
3000 -
2500 -
2000 -
1500 -
1000 -

Page Load Time as latency decreases

Page Load Time (ms)

200 ms 180 ms 160 ms 140 ms 120 ms 100 ms 80 ms 60 ms 40 ms 20 ms
src: http://hpbn.co

® |EEE
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Anatomy of Web Appln

* src: httparchive.org/trends.php (??)
* An avg web page
— Number of URL Requests: 108
— Domains: 20, Max Regs on 1 domain: 50+
— HTTPS requests: 59%, Compressed resp: 77%
— Page with Redirects: 89%, with errors: 28%
— Sites using CDN: 23%, cacheable resources: 49%
— DOM elements: 995, Images: 55 requests, | .8MB
— TCP Conns: 32
— Javascript: 25 requests, 500+KB
— CSS : 7+ requests, 99KB
— Other: Flash, fonts (3.3/1 | 9KB)...
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Webpage analysis

* http://webpagetest.org
e http://pagespeed.org?
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Webpage analysis
* http://webpagetest.org
— www.ksit.ac.in

Load First Start Speed First Interactive
Time Byte Render Index (beta)
8.742s 0.148s 1.800s 9035 1.733s
Document Complete Fully Loaded

Time Requests BytesIn | Time Requests BytesIn Cost

4,883 4,911
8.742s 77 | |8771s 78 g 99989
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http://www.ksit.ac.in

Webpage analysis: ksit.ac.in

e Total size: 4.8MB
e Total time:8.7s
e Total URLs: 78
 Slow URLs:

— URL: http://www.ksit.ac.in/img/leftlogo.png
* time: 3895ms

— URL: http://www.ksit.ac.in/img/slider/Slide3.]

24

* time: 2968 ms
e TCP Connections: total |12

— 6 connections to: www.ksit.ac.in
* mostly used for images
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Improving Performance

* Content pre-fetch

— DNS Prefetch, Content pre-fetch

— Pre-rendering of pre-fetched contents
* Image Sprites

— Combine multiple image into one

— Use part of the image as separate image in webpage
* Domain Sharding

— Divide N pages across mutiple sub-sites
* e.g.images.ksit.ac.in, js.ksit.ac.in etc.

* Resource inlining, Compression,
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Day |: HT TP Advanced Features

* Content prefetch, Image sprite, Domain Sharding
* Handson-4: Experience web performance

* Summary
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Content Prefetch

* A web page contains several other URLs
— Often from different domains
* Key idea of prefetch
— Don’t wait for the user the click
* Approach
— Pre-resolve DNS names or other websites
— Pre-establish TCP connections to these webistes
— Pre-fetch the contents from these websites
— Pre-render the contents (in hidden window)
* Benefit: user gets fast (even zero delay) webpage

e Caveat: waste of effort, when user does not click
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Pre-fetch Example

* General (default setting) web page
— http://www.rprustagi.com/index.htm

* Same webpage with different pre-fetch types
— http://www.rprustagi.com/accs/prefetch.htm

<link rel="dns-prefetch" href="//www.cse.iitd.ernet.in">

<link rel="dns-prefetch" href="//www.iisc.ac.in">

<link rel="prefetch" href="/pub/professional-
summary.pdf'>

<link rel="prerender" href="//www.cavisson.com">
IEEE
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Image Sprite

* Web page has many small images for aesthetics

— e.g. menu items, icons etc.

— Typically, each is fetch with its own URL

— Latency in fetching these impacts web performance
* Image sprite key idea

— Combine multiple images into a single image
* Thus, latency for one URL only instead of many

— ldentify each image with its location point and size

— Use CSS stylesheet to extract each image part
* Define main image as | pixel transparent image
* Specify sprited image as a background image
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Image Image
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Stylesheet to Specify Each Image

<style>
#imgl
width: 142px;
height: 127px;
background: url (/img/Nine-images.jpg)
0 0;
}
#imgb5 |
width: 140px;
height: 130px;
background: url (/img/Nine-images.jpg)
-139%9px -125px;
}

</style>
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HTML Page to use Image Sprite

<body>
<img id="imgl" src="/img/Transparent.gif">

<img id="img5" src="/img/Transparent.gif">
</body>

ece ") rprustagi.com/accs/sprite | x D e
< C | © rprustagi.com/accs/sprite.htm Q w10 :
' Apps 3 Web Security | Webs.. Y Bookmarks » [ Other Bookmarks
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Domain Sharding

* Browser makes limited (pre-configured) TCP
concurrent connections to a website.

— Default values: Firefox - 6, Chrome : 6 (8), Edge: 10
* A web page contains high number of URLs
— Thus, it may cause latency

* Domain and sub-domains
— Distribute the URLs among sub domains

* e.g. Imgs.rprustagi.com, css.rprustagi.com etc.
— Browser makes parallel concurrent connections
to each sub domain.

— Improves web server performance and page load

time.

IEEE
computer Experiential Learning/HTTP Advanced
soclety



http://imgs.rprustagi.com
http://css.rprustagi.com

Day |: HT TP Advanced Features

* Content prefeteh, [mage sprite, Domain Sharding
* Handson-4: Experience web performance
* Summary
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Summary

* HTTP Headers

* Compression and partial content

* Language preferences

* Authentication, Base64 encoding

* Dynamic web and 500 Internal Server Error

* Web performance measures
— Content prefetch, Image sprite, domain sharding

* Other optimization measures
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Thank You
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