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Resources

• https://rprustagi.com/ELNT/Experiential-
Learning.html
– Articles in ACCS Journal https://acc.digital

• www.github.com/rprustagi
– Source code and examples for articles

• https://www.rprustagi.com/ieee/drait
– Slides for this talks
– Example web pages
– Example programs

• Computer Networks: A Top Down Approach - 
Kurose, Ross
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Day 1: HTTP Advanced Features
• Overview: HTTP and wireshark
• Headers: Compression, Language, Partial content
• Hands-on 1: HTTP features access
• HTTP Authentication mechanism
• Base64 encoding and decoding
• Handson-2: Setting up authentication
• Dynamic Web, 5xx: Internal Server Error
• Handson-3: Experimenting with 3xx and 5xx status
• Basics of web performance
• Content prefetch, Image sprite, Domain Sharding
• Handson-4:  Experience web performance
• Summary
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Day 2: IP Routing and Errors
• Overview: IP address and routing
• Creating routing table entries
• Handson-1: Working with routing tables
• Working w/ Multiple IP addresses
• Overlapping subnets, Longest prefix match
• Longest prefix match
• Handson-2: Implement variable subnets
• Understanding routing loops and recovery
• Handson-3: Experiment with TTL expiry
• Network errors and diagnostics
• ICMP redirect, destination not reachable
• Handson-4: Experience ICMP errors
• Summary
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Day 3: Basics of Web Security
• Overview: HTTPS protocol
• Server certificate and server authentication
• Handson-1: Deploying a SSL certificate
• Mixed content and browser warnings
• Locks icons and HTTP Status
• Handson-2: Creating website with mixed content
• MITM attack and ARP spoofing
• MITM with browser and information stealing
• Handson-3: Implementing MITM with arpspoofing
• Understanding HSTS, CSP
• Handson-4: Implementing CSP and HSTS
• Summary
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Day 1: HTTP Advanced Features
• Overview: HTTP and wireshark
• Headers: Compression, Language, Partial content
• Hands-on 1: HTTP features access
• HTTP Authentication mechanism
• Base64 encoding and decoding
• Handson-2: Setting up authentication
• Dynamic Web, 5xx: Internal Server Error
• Handson-3: Dynamic web 
• Basics of web performance
• Content prefetch, Image sprite, Domain Sharding
• Handson-4:  Experience web performance
• Summary
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NETWORK

Acronym
• Novel
• Experience of
• Theoretical,
• Working,
• Operational, and
• Realized
• Knowledge
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Setup Requirement

!8
Experiential Learning/HTTP Advanced RPR

Switch



Tools
�wireshark 

�https://www.wireshark.org/docs/
wsug_html_chunked/ 

�Capture and Display filters 
�Graphical, built on tcpdump 
�TCP session display 
�Changing UI options 

�tcpdump: command line capture tool 
�-o output file 
�-c packet count 
�-i interface names
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Wireshark capture filters

• Traffic between A and either B or C
host A and \( B or C\)  

• Traffic between A any host except B
host A and not B 

• Capture just SYN or FIN pkts
tcp[tcpflags] & (tcp-syn|tcp-fin) != 0 

• Web traffic containing data i.e. avoid TCP acks
tcp port 80 and (((ip[2:2] - 
((ip[0]&0xf)<<2)) - 
((tcp[12]&0xf0)>>2)) != 0)
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Wireshark Display Filters
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�Source IP filter 
�ip.src == 192.168.1.1 

�Destination IP filter 
�ip.dst == 192.168.1.1 
�ip.dst != 192.168.1.1 

�Protocol filter 
�http || icmp 

�Port number 
�tcp.port eq 80 

�TCP Seq 
�tcp.stream eq 1

RPR



tcpdump - Usage Examples

�To capture between two specified hosts and save 
$ sudo tcpdump -n -i eth0 -w 
file.pcap host <A> and host <B> 

�To capture 100 packets received from server X 
$ tcpdump -n -i eth0 -c 100 src <X> 

�To capture HTTP packets with data 
$ sudo tcpdump -n -i eth0  
‘tcp port 80 and (((ip[2:2] - 
((ip[0]&0xf)<<2)) - 
((tcp[12]&0xf0)>>2)) != 0)'
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Application Software

• Apache Web Server (www.apache.org)
– Configurations (/etc/apache2/apache2.config)

– /etc/apache2/sites-available/000-default.conf
• Directives
• Logging
• DocumentRoot
• Loadable Modules
• Virtual Host

• Firefox browser
– Options for configurations

•about:config
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Tools
• wget: wget [options] <url>
‣ Options 
‣ -d  # to debug headers
‣ -O <file> # to save with different name
‣ -i <urlsfile> # list of urls in a file
‣ -c # to resume to broken download
‣ -b # run in background
‣ --limit-rate=500k
‣ --header=<headers>
‣ --http-user=user --http-password=..
‣ -mk # mirroring with local link conversion
‣ …
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Tools - nc
�nc usage 

�-l acting as server 
�-u use UDP 
�-i for interval based transmission (lines) 
�-k for keeping server up after connection close 

�Examples 
�nc <servername> <server port> # client 
�nc -l port # server 
�To transfer files 

�Server: nc -l <port> >file.dat 
�Client: cat <file> | nc <servername> <port>
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Tools - ping

�ping (Packet Inter Network Groper) 
�Checking reachability  

�ping hostname 
• -i changing packet interval 

• -c packet count 

• -f flooding the network 

• -q quite mode 

• -s change packet size 

• -W response timeout
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HTTP overview

• HTTP: hypertext 
transfer protocol

• Web’s application layer 
protocol

• Defines how client requests 
web page from server

• client/server model
• client: browser that 

requests, receives, (using 
HTTP protocol) and 
“displays” Web objects 

• server: Web server 
sends (using HTTP 
protocol) objects in 
response to requests

PC running 
Firefox browser

server  
running 

Apache Web 
server

iphone running 
Safari browser

HTTP requestHTTP response

HTTP request

HTTP response
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HTTP request message

• two types of HTTP messages: request, response
• HTTP request message:

• ASCII (human-readable format)
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request line 
(GET, POST,  
HEAD commands)

header 
 lines

carriage return,  
line feed at start 
of line indicates 
end of header lines

GET /Workshops/web/welcome.html HTTP/1.1\r\n 
Host: 10.1.12.2\r\n 
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_5)\r\n 
Accept: text/html,application/xhtml+xml\r\n 
Accept-Language: en-us,en;q=0.5\r\n 
Accept-Encoding: gzip,deflate\r\n 
Accept-Charset: ISO-8859-1,utf-8;q=0.7\r\n 
Keep-Alive: 115\r\n 
Connection: keep-alive\r\n 
If-Modified-Since: Tue, 03 Jul 2018 04:57:12 GMT 
\r\n

carriage return character

line-feed character



HTTP response message

status line 
(protocol 
status code 
status phrase)

header 
 lines

data, e.g.,  
requested 
HTML file

HTTP/1.1 200 OK\r\n 
Thu, 26 Jul 2018 05:11:36 GMT\r\n 
Server: Apache\r\n 
Last-Modified: Tue, 03 Jul 2018 
17:27:18 GMT\r\n 

Upgrade: h2,h2c 
Accept-Ranges: bytes\r\n 
Content-Length: 209\r\n 
Keep-Alive: timeout=10, max=100\r\n 
Connection: Upgrade, Keep-Alive\r\n 
Content-Type: text/html\r\n 
\r\n 
data data data data data ... 
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Day 1: HTTP Advanced Features
• Overview: HTTP and wireshark
• Headers: Compression, Language, Partial content
• Hands-on 1: HTTP features access
• HTTP Authentication mechanism
• Base64 encoding and decoding
• Handson-2: Setting up authentication
• Dynamic Web 5xx: Internal Server Error
• Handson-3: Dynamic web 
• Basics of web performance
• Content prefetch, Image sprite, Domain Sharding
• Handson-4:  Experience web performance
• Summary
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Languages

• Preferred language of user
– Firefox: Preferences->Languages

• Header Accept-Languages: en-US, 
hn-IN 

• Change your preferred language. 
• Access google.com 
• Web page will be in your preferred language
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Firefox: Language Setting
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Google webpage in Hindi
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Chunk Delivery

• Delivering large objects (.e.g images)
– Browser gets full content before displaying
– May cause user dissatisfaction
– Preferred approach: 

• Immediate rendering of partial contents
• Continuous incremental update of web page
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Incremental Image Display
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Chunk Delivery

• Header Transfer-encoding: chunked 
– Continuous output and display
– <host>/transfer-encoding-chunked.php
– Useful for large HTML content
– Useful for incremental image display.
– URL: 

• http://rprustagi.com/bites/chunk-
xfer.php
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Incremental Image Display
HTTP/1.1 200 OK 

Date: Sun, 25 Mar 2018 05:41:36 GMT 
Server: Apache 
Transfer-Encoding: chunked 
Content-Type: image/jpeg 
  
3e8 

......JFIF..............Exif..MM.*..............

...............J...........R.(. 
: 

3e8                                                                                                                                                                                                                                                                                                                                                                                                                                                               
<?xpacket end="w"?>....8Photoshop 3.0.8BIM……..8 
: 

0
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Sample Server Program
header('Content-Type: image/jpeg'); 
header('Transfer-Encoding: chunked'); 
$chunkSize = 1000; 
$handle = fopen(‘../img/img-07.jpg', 'rb'); 
while (!feof($handle)) { 
   $buffer = fread($handle, $chunkSize); 
   #chunk size in hex, content, new line 
   echo sprintf("%x\r\n", $chunkSize); 
   echo $buffer; echo "\r\n"; 
   flush(); 
   usleep(500000); # mimic network latency 
   } 
fclose($handle)
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Partial Content Request

• Resuming a previous download 
– e.g. wget -c

• Download multiple chunks in parallel
– Increases efficiency (saves on latency)

• Requirements
– Header to specify start of content location
– Header to specify length of content chunk
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Headers: Partial Content

• Request headers
Range: bytes=<m>-<n>, or
Range: bytes=<m>-  #Till the end

• Response headers
Accept-Ranges: bytes 
Content-Range: bytes 78-145/395 
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Partial Content Request
GET /pictures.html HTTP/1.1 

Host: 10.211.55.9 
User-Agent: Mozilla/5.0 … 
Accept: text/html,application/
xhtml+xml 
Accept-Language: en-us,en;q=0.5 
Range: bytes=100-200
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Partial Content Response
HTTP/1.1 206 Partial Content 
Date: Sun, 25 Mar 2018 05:56:57 GMT 
Server: Apache/2.4.18 (Ubuntu) 
Last-Modified: Sun, 18 Mar 2018 
08:00:31 GMT 
Accept-Ranges: bytes 
Content-Length: 68 
Vary: Accept-Encoding 
Content-Range: bytes 78-145/395 
Content-Type: text/html 

<img src="/img/img-01.jpg" /> 
<img src="/img/img-02.jpg" />
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Partial Content Access
• $ curl –H “Range: bytes=0-199” –o 
chunk1.html http://myweb.com/mypage.html 

• $ curl –H “Range: bytes=200-399” –o 
chunk2.html http://myweb.com/mypage.html 

• $ curl –H “Range: bytes=400-” –o 
chunk3.html http://myweb.com/mypage.html 

• $ cat chunk1.html chunk2.html 
chunk3.html >response.html 

• open response.html in browser
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Compression

• Benefits of compression
– Saves on bandwidth
– Many compression types

• When web server supports compression 
– Response will be compressed using specified 

compression mechanism
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Compression

• HTTP request Header 
Accept-encoding: gzip, deflate

• HTTP Response headers are 
•Vary: Accept-Encoding 
•Content-Encoding: gzip
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Partial Content Compressed Response

HTTP/1.1 206 Partial Content 
Date: Sun, 25 Mar 2018 05:58:36 GMT 
Server: Apache/2.4.18 (Ubuntu) 
Last-Modified: Sun, 18 Mar 2018 
08:00:31 GMT 
Accept-Ranges: bytes 
Vary: Accept-Encoding 
Content-Encoding: gzip 
Content-Range: bytes 78-145/153 
Content-Length: 68 
Content-Type: text/html 

?&37]??(?VI?a]C???t%}?Fxe??!??5?+k?W???
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Day 1: HTTP Advanced Features
• Overview: HTTP and wireshark
• Headers: Compression, Language, Partial content
• Hands-on 1: HTTP features access
• HTTP Authentication mechanism
• Base64 encoding and decoding
• Handson-2: Setting up authentication
• Dynamic Web, 5xx: Internal Server Error
• Handson-3: Dynamic web 
• Basics of web performance
• Content prefetch, Image sprite, Domain Sharding
• Handson-4:  Experience web performance
• Summary
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Hands-on 1:

• Use of compression
– Use header Accept-Encoding: gzip to 

access the content. 
– Use it with partial content access to download 

the same large file and verify the access
• Language preference usage

– Set the language of your preference and access 
google.com and check the web page.
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Hands-on 1:

• Incremental image display
– Choose your image and see the continuous 

display. Download and install the program
–  rprustagi.com/bites/chunk-xfer.php

• Partial content access
– Use header Range: bytes=<m1>-<m2> 
– Access the partial content. 
– Access a large file (e.g. 100KB) in chunks of 20KB, 

join the chunks and open the file in browser to 
verify that file is intact.
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Day 1: HTTP Advanced Features
• Overview: HTTP and wireshark
• Headers: Compression, Language, Partial content
• Hands-on 1: HTTP features access
• HTTP Authentication mechanism
• Base64 encoding and decoding
• Handson-2: Setting up authentication
• Dynamic Web, 5xx: Internal Server Error
• Handson-3: Dynamic web 
• Basics of web performance
• Content prefetch, Image sprite, Domain Sharding
• Handson-4:  Experience web performance
• Summary
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HTTP Headers - Authentication
• Authorization: Basic

– Uses Base64 encoding
• Apache configuration
<Directory /var/www/html/private> 
 AuthType Basic 
 AuthName “For Bites Workshop” 
 AuthBasicProvider  file 
 AuthUserFile  /etc/apache2/passwdfile 
 Require user CSE 
</Directory> 

• Commands to create passwords 
–htpasswd [-c] /etc/apache2/
passwdfile 

• Restart apache
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HTTP Authentication

• Access /private/abcd.html
– Should see the response as below
– Enter the username/pass
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Day 1: HTTP Advanced Features
• Overview: HTTP and wireshark
• Headers: Compression, Language, Partial content
• Hands-on 1: HTTP features access
• HTTP Authentication mechanism
• Base64 encoding and decoding
• Handson-2: Setting up authentication
• Dynamic Web, 5xx: Internal Server Error
• Handson-3: Dynamic web 
• Basics of web performance
• Content prefetch, Image sprite, Domain Sharding
• Handson-4:  Experience web performance
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Encoding of username/password

• Uses Base64 encoding.
– Letters:

•  ‘A-Za-z0-9+/‘ # 64 letters (6 bits)
• ‘=‘ a filler.
• For input data, take 6 bits at a time and use the 

corresponding encoding.
– Example: ‘bites’ is 0x6269746573, i.e.
01100010 01101001 01110100 01100101 01100100 

–First 6 bits: 011000 i.e. value 24 i.e. letter Y (0—>A) 
–Second 6 bites: 100110 i.e. value 40, letter ’o’ 

• Username and password are separated by ‘:’ (Colon) 
• Transmitted in clear text
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HTTP Redirect
• Content type

– accessing hello.html vs hello.txt
•Content-Type: text/html 
•Content-Type: text/plain 

• Location (i.e. URL Redirect)
• Apache config
–Redirect http://workshops.rustagi.com http://
rprustagi.com/workshops 

• Access <server>/CSE
– 302 - Location: http://rprustagi.com/workshops

• Access google.com
– user browser or (wget -d <URL>)
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Day 1: HTTP Advanced Features
• Overview: HTTP and wireshark
• Headers: Compression, Language, Partial content
• Hands-on 1: HTTP features access
• HTTP Authentication mechanism
• Base64 encoding and decoding
• Handson-2: Setting up authentication
• Dynamic Web, 5xx: Internal Server Error
• Handson-3: Dynamic web 
• Basics of web performance
• Content prefetch, Image sprite, Domain Sharding
• Handson-4:  Experience web performance
• Summary
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Hands-On 2

• Status code 401 (change Apache config)
– Define username/password
– Configure a directory with authentication
– Restart apache
– Access the web page from this URL.

• Status code 301/302 (Header Location:) 
– wget -d http://google.com
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Day 1: HTTP Advanced Features
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• Summary
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Dynamic Web

• Invoking CGI
– Apache config
<Directory /var/www/html/cgi> 

Options ExecCGI 
SetHandler cgi-script 

</Directory> 

– Enabling CGI as module
•sudo a2enmod cgi
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Working of cgi-bin

• Web server executes the program referred in 
URL

• Program is responsible for providing all the 
response header
– Web server reads all the data sent by program
– Validates that output is proper

• If program crashes (exits improperly)
– HTTP headers could be corrupted/improper

• When web servers sees inconsistency,
– Given 500 Internal Server Error
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Example of Dyanmic Web

• Sample CGI script : cgi-good.sh 
#!/bin/bash 
echo "Content-Type: text/html”; 
echo “"; 
echo "<h1>Hello World!</h1>”; 
exit; 

• Error noticed by web server 
– No empty line between HTTP headers and HTML 

content
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Example 1: 500 error

• Sample CGI script : cgi-bad1.sh 
#!/bin/bash 
echo "Content-Type: text/html”; 
#echo “"; 
echo "<h1>Hello World!</h1>”; 
exit; 

• Error noticed by web server 
– No empty line between HTTP headers and HTML 

content
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Example 2: 500 error

• Sample CGI script : cgi-bad2.sh 
#!/bin/bash 
echo "Content-Type: text/html”; 
echo “Host mywww.com"; 
echo “"; 
echo "<h1>Hello World!</h1>”; 
exit; 

• Error noticed by web server 
– Invalid header format
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Example 3: 500 error

• Sample CGI script : cgi-bad3.sh 
#!/bin/bash 
echo "Content-Type: text/html”; 
echo “Host: mywww.com"; 
sleep 5; 
exit 1; 
echo “"; 
echo "<h1>Hello World!</h1>”; 

• Error noticed by web server 
– Abrupt termination
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Hands-On 3
• Status code 500

– <host:>/cgi/bad-cgi.sh 
– #Use multiple errors types 

• Invalid header format 
• Missing required header 
• Program crashing

• Status code 200
– <host:>/cgi/good-cgi.sh
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Page Load Time vs Latency
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Anatomy of Web Appln
• src: httparchive.org/trends.php (??)
• An avg web page

– Number of URL Requests: 108
– Domains: 20, Max Reqs on 1 domain: 50+
– HTTPS requests: 59%, Compressed resp: 77%
– Page with Redirects: 89%, with errors: 28%
– Sites using CDN: 23%, cacheable resources: 49%
– DOM elements: 995, Images: 55 requests, 1.8MB
– TCP Conns: 32
– Javascript: 25 requests, 500+KB
– CSS : 7+ requests, 99KB
– Other: Flash, fonts (3.3/119KB)…
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Webpage analysis

• http://webpagetest.org 
• http://pagespeed.org?
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Webpage analysis
• http://webpagetest.org 

– www.ksit.ac.in
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Webpage analysis: ksit.ac.in

• Total size: 4.8MB
• Total time: 8.7s
• Total URLs: 78
• Slow URLs:

– URL: http://www.ksit.ac.in/img/leftlogo.png
• time: 3895ms

–  URL: http://www.ksit.ac.in/img/slider/Slide3.jpg
• time: 2968ms

• TCP Connections: total 12
– 6 connections to: www.ksit.ac.in

• mostly used for images
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Improving Performance

• Content pre-fetch
– DNS Prefetch, Content pre-fetch
– Pre-rendering of pre-fetched contents

• Image Sprites
– Combine multiple image into one
– Use part of the image as separate image in webpage

• Domain Sharding
– Divide N pages across mutiple sub-sites

• e.g. images.ksit.ac.in, js.ksit.ac.in etc.
• Resource inlining, Compression, 
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Content Prefetch
• A web page contains several other URLs

– Often from different domains
• Key idea of prefetch

– Don’t wait for the user the click
• Approach

– Pre-resolve DNS names or other websites
– Pre-establish TCP connections to these webistes
– Pre-fetch the contents from these websites
– Pre-render the contents (in hidden window)

• Benefit: user gets fast (even zero delay) webpage
• Caveat: waste of effort, when user does not click
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Pre-fetch Example
• General (default setting) web page

– http://www.rprustagi.com/index.htm
• Same webpage with different pre-fetch types

– http://www.rprustagi.com/accs/prefetch.htm
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<link	rel="dns-prefetch"	href="//www.cse.iitd.ernet.in">	

<link	rel="dns-prefetch"	href="//www.iisc.ac.in">	

<link	rel="prefetch"	href="/pub/professional-
summary.pdf">	

<link	rel="prerender"	href="//www.cavisson.com">

http://www.rprustagi.com/index.htm
http://www.rprustagi.com/accs/prefetch.htm


Image Sprite

• Web page has many small images for aesthetics
– e.g. menu items, icons etc.
– Typically, each is fetch with its own URL
– Latency in fetching these impacts web performance

• Image sprite key idea
– Combine multiple images into a single image

• Thus, latency for one URL only instead of many
– Identify each image with its location point and size
– Use CSS stylesheet to extract each image part

• Define main image as 1 pixel transparent image
• Specify sprited image as a background image
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Image Sprite Example
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Stylesheet to Specify Each Image
<style> 
#img1 { 
    width: 142px; 
    height: 127px; 
    background: url(/img/Nine-images.jpg) 
0 0; 
} 
#img5 { 
    width: 140px; 
    height: 130px; 
    background: url(/img/Nine-images.jpg) 
-139px -125px; 
} 
</style>
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HTML Page to use Image Sprite
<body> 
<img id="img1" src="/img/Transparent.gif"> 

<img id="img5" src="/img/Transparent.gif"> 
</body>
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Domain Sharding

• Browser makes limited (pre-configured) TCP 
concurrent connections to a website.
– Default values: Firefox - 6, Chrome : 6 (8), Edge: 10

• A web page contains high number of URLs
– Thus, it may cause latency

• Domain and sub-domains
– Distribute the URLs among sub domains

• e.g. imgs.rprustagi.com, css.rprustagi.com etc.
– Browser makes parallel concurrent connections 

to each sub domain.
– Improves web server performance and page load 

time.
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Day 1: HTTP Advanced Features
• Overview: HTTP and wireshark
• Headers: Compression, Language, Partial content
• Hands-on 1: HTTP features access
• HTTP Authentication mechanism
• Base64 encoding and decoding
• Handson-2: Setting up authentication
• Dynamic web, 5xx: Internal Server Error
• Handson-3: Dynamic web
• Basics of web performance
• Content prefetch, Image sprite, Domain Sharding
• Handson-4:  Experience web performance
• Summary
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Summary

• HTTP Headers
• Compression and partial content
• Language preferences
• Authentication, Base64 encoding
• Dynamic web and 500 Internal Server Error
• Web performance measures

– Content prefetch, Image sprite, domain sharding
• Other optimization measures
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Thank You
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