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An Introduction



Workshop Flow ς1

ÅNature of Cyber Security Problem (Slides 4-7)

ÅIntroduction ςPentesting- what, why, how (8-9)

ÅPentesting- Intelligence Gathering (10-11)

ÅPentestingtools DemoςKali Linux, NMAP (12)

ÅIntelligence Gathering using WhoIS(13-15)

ÅMetasploitableOS ςAn Introduction (16)

ÅPentest Lab 1.1 - Setup Vmware/ Virtual Box, Kali Linux VM, MetasploitableVM, Familiarity with 
Kali Linux, WhoIs

ÅIntelligence Gathering using NMAP (18-36)
ÅHost Discovery
ÅPort Scanning
ÅOS Detection
ÅServices and Version Detection

ÅPentest Lab 1.2 ςIntelligence Gathering  with NMAP



Workshop Flow - 2

ÅVulnerability Analysis (38-39)

ÅScanning with Nessus (40-42)

ÅUnderstanding Nessus Vulnerability Report (43)

ÅUnderstand Vulnerabilties, where do they arise from? (44)

ÅExploiting Vulnerabilities ςMetasploit and Tools (45-54)
ÅRlogin
ÅNFS-Share
ÅMetasploit

ÅApproach to security --- Threat Modelling (55)

ÅPentest Lab 1.3
ÅScanning with Nessus, Analysingthe Report
ÅExploit Vulnerability1, Tools
ÅExploit Vulnerability2, Tools
ÅExploit Vulnerability3,4 using Metasploit



Black Hat ςWhite Hat (A Game)

ÅSecuring Our Home ςA perspective



Security is Game of Survival

To Survive Deer should run faster than Tiger

To Survive Tiger should run faster than Deer



Physical Security vs Cyber Security

ÅHow similar/ different
ÅIntent 

ÅNature of the problem
ÅInternet, Global boundaries, Glorified hackers, 

Attack tools, Standards, Underworld 
economy, Accountability, Who is the 
adversary 

ÅStrategy (attack and defense)
ÅWeakest link strategy, All bases covered 

strategy, Insider attack, Policies at different 
levels etc.

ÅAre they separate any more?

Spyware

Financial Malware



Security Problem Solving
ÅSecurity : a Negative Goal.
ÅAchieve something despite whatever adversary might do.  
ÅPositive goalΥ άwŀƳ Ŏŀƴ ǊŜŀŘ ƎǊŀŘŜǎΦǘȄǘϦΦ 
ÅAsk Ram to check that it works. Easy to check 

ÅNegative goalΥ άShyamcannot read grades.txt". 
ÅCheck if Shyamcannot read grades.txt?    

Good to check, but not nearly enough. Must reason about all 
possible ways in which Shyammight get the data.  
ÅHow might Shyamtry to get the contents of grades.txt?    

Change permissions ,Steal file, Impersonate etc. 

ÅOpen Ended Problem. No absolute definitive answer

ÅThreat Model Concept & Problem Solving



PentestingςWhat, Why, How

ÅPentesting: An Attack on a system in hopes of finding security 
weaknesses

ÅRationale : Improving the security of your site by breaking into it

ÅIƻǿ Υ ¦ǎƛƴƎ !ǘǘŀŎƪŜǊΩǎ ¢ŜŎƘƴƛǉǳŜǎ



PentestingςHow is it usually done

ÅIntelligence/ Information Gathering

ÅInformation Analysis and Planning ςComponent relationships, Target 

identification etc

ÅVulnerability Detection

ÅPenetration ςDeveloping/ Customising, Choosing Exploit tools

ÅAttack/Privilege Escalation

ÅAnalysis and reporting

ÅClean-up



Intelligence Gathering

ÅWhat are we looking for?
ÅOrganizational intelligence, Access point discovery, Network discovery, Infrastructure 

fingerprinting

ÅOpen Source Intelligence
ÅCorporate Information :: Location, Org Chart, Document Metadata, Network, Email 

Address, Applications used, Purchase Agreements, Defense Technologies Used 
(Fingerprinting), Financial Information etc
ÅIndividual Information :: All about individual, Social Engineering

ÅCovert Intelligence : Through Individuals

ÅFootprinting(next slide)

ÅIdentify Protection Systems (Network, Host, Application, Storage etc)



Intelligence Gathering - Footprinting

ÅPassive Reconnaisance: Who is lookup, BGP Looking glasses

ÅActive Footpriting: Port Scanning, Banner Grabbing, SNMP sweeps, 
DNS Discovery, Forward/ Reverse DNS, Web Application Discovery, 
Virtual Host Detection

ÅEstablish Target List : Versions, Weak web applications, Patch level



Kali Linux - Demo

A Collection of all Cyber Security related tools

Tools for Information Collection

Some info gathering tools

Some Possible Recon-ng/ Harvester, Maltego, NMAP, Burpsuite, 
Nessus/ Acunetix



Footprint - First Data

ÅIP ADDressό ǎƻƳŜ LǇ ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ ƴŜǘǿƻǊƪ ǘƻ ǎǘŀǊǘ ǿƛǘƘ ύΧƘǳƴǘƛƴƎ 
IP Address

Åwhoisa normally goodplaceǘƻ ǎǘŀǊǘΧmaltego???...emailID, headers



Whoislookup 

Å Install it on your linuxdistro by entering apt-get install whois in terminal

Å https://registry.in/whois/nita.ac.in

ÅDomain Name: NITA.AC.IN
Registry Domain ID: D3544155-AFIN
Registrar WHOIS Server:
Registrar URL: http://www.ernet.in
Updated Date: 2017-03-02T07:21:44Z
Creation Date: 2009-04-06T05:03:46Z
Registry Expiry Date: 2019-04-06T05:03:46Z
Registrar Registration Expiration Date:
Registrar: ERNET India
Registrar IANA ID: 800068
Registrar Abuse Contact Email:
Registrar Abuse Contact Phone:
Reseller:
Domain Status: ok
Registrant Organization: National Institute of Technology, Agartala
Registrant State/Province:
Registrant Country: IN
Name Server: ns1.nkn.in
Name Server: ns2.nkn.in
DNSSEC: unsigned
URL of the ICANN WhoisInaccuracy Complaint Form: https://www.icann.org/wicf/
>>> Last update of WHOIS database: 2018-06-25T15:58:44Z 

http://www.ernet.in/
https://registry.in/index.php?query=180.149.63.3&output=nice
https://registry.in/index.php?query=180.149.63.66&output=nice
https://www.icann.org/wicf


Whoislookup

Åroot@kali:~# ping ns1.nkn.in
PING ns1.nkn.in (180.149.63.3) 56(84) bytes of data.

64 bytes from ns1.nkn.in (180.149.63.3): icmp_seq=1 ttl=56 time=40.3 ms

64 bytes from ns1.nkn.in (180.149.63.3): icmp_seq=2 ttl=56 time=45.0 ms

64 bytes from ns1.nkn.in (180.149.63.3): icmp_seq=3 ttl=56 time=46.1 ms

64 bytes from ns1.nkn.in (180.149.63.3): icmp_seq=4 ttl=56 time=45.3 ms

64 bytes from ns1.nkn.in (180.149.63.3): icmp_seq=5 ttl=56 time=44.5 ms

--- ns1.nkn.in ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 7715ms

rtt min/avg/max/mdev= 40.333/44.292/46.140/2.048 ms



Metasploitable- Introduction

ÅAn intentionally vulnerable Ubuntu Linux virtual machine that is 
designed for testing common vulnerabilities. 

ÅUsed for Labs to exploit

ÅThis virtual machine is compatible with VMWare, VirtualBox, and 
other common virtualization platforms.

ÅCreated by the Rapid7 Metasploit team

ÅMetasploitableƭƻƎƛƴ ƛǎ άmsfadminέΤ ǘƘŜ ǇŀǎǎǿƻǊŘ ƛǎ ŀƭǎƻ άmsfadminέ



Lab 1.1

ÅLab Setup
ÅVirtual Box/ Vmware

ÅKali Linux, Metasploitable

ÅKali Linux Tools

ÅMetasploitable

ÅTesting communication between Kali Linux, Metasploitableserver

ÅWhois



NMAP

Ånmapis an open-source port/security scanner

ÅLǘΩǎ ǇǊƛƳŀǊȅ ŦǳƴŎǘƛƻƴ ƛǎ ǘƘŜ discovery and mapping of hosts on a 
network

Ånmapis consistently voted as one of the most used security tools

ÅbŜŜŘǎ ŀǎ ƛƴǇǳǘ ŀ ǊŀƴƎŜ ƻǊ ǎƻƳŜ ǎǇŜŎƛŦƛŎ ŀŘŘǊŜǎǎΧΧΦΦ



NMAP

ÅHost Discovery ςIdentifying computers on a network

ÅPort Scanning ςEnumerating the open ports on one or more target 
computers

ÅVersion Detection ςInterrogating listening network services 
Ålistening on remote computers to determine the application name and 

version number

ÅOS Detection ςRemotely determining the operating system from 
network devices



NMAP Demo (Script)

Run nmapcommand on Kali Linux Terminal. 

Sample Syntax:

nmap[ <Scan Type>...] [ <Options>] { <target specification>}

TARGET SPECIFICATION:

Can pass hostnames, IP addresses, networks, etc.

Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254

-iL<inputfilename>: Input from list of hosts/networks

-iR<num hosts>: Choose random targets

--exclude <host1[,host2][,host3],...>: Exclude hosts/networks

--excludefile<exclude_file>: Exclude list from file

Nmap ςv ςA <ipŀŘŘǊŜǎǎҔΧƭƻƻƪ ŀǘ ǘƘŜ ǊŜǇƻǊǘ ƴƳŀǇψǊŜǇƻǊǘψмΦǘȄǘ ƛƴ ƪŀƭƛ linux reports folder



NMAP Host Discovery

ÅQuerying multiple hosts using this method is referred to as ping 
sweepsΧǎǿŜŜǇ ǘƘǊƻǳƎƘ ŀ ǊŀƴƎŜ ƻŦ Lt ŀŘŘǊŜǎǎŜǎ

ÅThe most basic step in mapping out a network.

ÅSeveral Sweeps technique
ÅARP Sweep (default)
Å ICMP Sweeps
ÅBroadcast ICMP
ÅNON Echo ICMP
ÅTCP sweep
ÅUDP sweep



Iƻǎǘ 5ƛǎŎƻǾŜǊȅ Υ !wt {ǿŜŜǇ άnmap 10.0.2.0/24 ςsnά



Host Discovery : ICMP Sweeps
ÅUsed by nmapwhen router in between (WAN)

ÅTechnique
Åsending an ICMP ECHO request (ICMP type 8)
Å If an ICMP ECHO reply (ICMP type 0) is received : target is alive; 
ÅNo response: target is down

ÅPros & Cons
Åeasy to implement
Å fairly slow, easy to be blocked

Scanner Target

ICMP ECHO request

ICMO ECHO reply

Scanner Target

a host is alive

a host is down/filtered

ICMP ECHO request

No response



Host Discovery : TCP Sweeps

ÅSending TCP ACK or TCK SYN packets

ÅThe port number can be selected to avoid blocking by firewall
ÅUsually a good pick would be 21 / 22 / 23 / 25 / 80

ÅBut.. firewalls can spoof a RESET packet for an IP address, so TCP 
Sweeps may not be reliable.



Host Discovery : UDP Sweeps

ÅRelies on the ICMP PORT UNREACHABLE

ÅAssume the port is opened if no ICMP PORT UNREACHABLE message is received 
after sending a UDP datagram

ÅCons:
ÅRouters can drop UDP packets as they cross the Internet

ÅMany UDP services do not respond when correctly probed

ÅFirewalls are usually configured to drop UDP packets (except for DNS)

ÅUDP sweep relies on the fact that a non-active UDP port will respond with an ICMP PORT 
UNREACHABLE message



NMAP Host Discovery summary
Å sL: List Scan - simply list targets to scan
Å -sn: Ping Scan - go no further than determining if host is online
Å -PN: Treat all hosts as online -- skip host discovery

Å -PS/PA/PU [portlist]: TCP SYN/ACK or UDP discovery to given ports
Å -PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
Å -PO [protocol list]: IP Protocol Ping

Å -n/-R: Never do DNS resolution/Always resolve [default: sometimes]
Å --dns-servers <serv1[,serv2],...>: Specify custom DNS servers
Å --system-dns: Use OS's DNS resolver

Å -sU:UDPScan
Demo and look at wiresharkcapture
root@kali:~# nmap-sn10.0.2.4

Starting Nmap 7.70 ( https://nmap.org ) at 2018-06-26 05:36 EDT
Nmap scan report for 10.0.2.4
Host is up (0.00026s latency).

MAC Address: 08:00:27:1A:23:D5 (Oracle VirtualBox virtual NIC)
Nmap done: 1 IP address (1 host up) scanned in 0.13 seconds


