Pentesting

An Introduction
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Black Hat White Hat (A Game)

ASecuring Our HomeA perspective



Security Is Game o Survival

- L Y
To Survive Deer should run faster than Tiger

To Survive Tiger should run faster than Deer



Physical Security vs Cyber Security

AHow similar/ different
Alntent

ANature of the problem

A Internet, Global boundaries, Glorified hackers
Attack tools, Standards, Underworld
economy, Accountability, Who is the
adversary

A Strategy (attack and defense)

A Weakest link strategy, All bases covered
strategy, Insider attack, Policies at different
levels etc.

A Are they separate any more?




Security Problem Solving

A Security : a Negative Goal.
A Achieve something despite whatever adversary might do.
APositvegoafY dwl Y OFy NBIFIR 3N RSaoliEGH
A Ask Ram to check that it works. Easy to check
A Negative goa¥ Shifamcannot read grades.txt".
A Check iShyamcannot read grades.txt?

Good to check, but not nearly enough. Must reason about all
possible ways in whicBhyammight get the data.

A How mightShyamtry to get the contents of grades.txt?
Change permissions ,Steal file, Impersonate etc.

AOpen Ended Problem. No absolute definitive answer
AThreat Model Concept & Problem Solving



Pentesting; What, Why, How

APentesting An Attack on a system in hopes of finding security
weaknesses

ARationale improving the security of your site by breaking into it
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Pentesting; How Is It usually done

Alntelligence/ Information Gathering

Alnformation Analysis and PlanniggComponent relationships, Target
identificationetc

AVulnerability Detection

APenetrationc Developing/CustomisingChoosing Exploit tools
AAttack/Privilege Escalation

AAnalysis and reporting

ACleanup



Intelligence Gathering

AWhat are we looking for?

A Organizational intelligencéccess point discovery, Network discovery, Infrastructure
fingerprinting

AOpen Source Intelligence

A Corporate Information:: Location, Org Chart, Document Metadata, Network, Email
Address, Applications used, Purchase Agreements, Defense Technologies Used
(Fingerprinting), Financial Informati@tc

A Individual Information ::All about individual, Social Engineering
ACovert Intelligence : Through Individuals
AFootprinting(next slide)
Aldentify Protection Systems (Network, Host, Application, Stoedgje



Intelligence GatheringFootprinting

APassivédReconnaisanceWho is lookup, BGP Looking glasses

AActiveFootpriting: Port Scanning, Banner Grabbing, SNMP sweeps,
DNS Discovery, Forward/ Reverse DNS, Web Application Discovery,
Virtual Host Detection

AEstablish Target List : Versions, Weak web applications, Patch level



Kall Linux Demo

A Collection of all Cyber Security related tools
Tools for Information Collection

Some Iinfo gathering tools

Some Possible Recowy/ HarvesterMaltego, NMAPBurpsuite
Nessus/Acunetix



Footprint- First Data

AIPADDres® 42YS LLJ I RRNkaa Ay UKS yS
IP Address
Awhoisa normallygoodplacdl 2  anjakelydi?®..emaillD headers



Whoislookup

A Install it on youlinuxdistro by enteringapt-get installwhois in terminal
A https://registry.infwhois/nita.ac.in

A Domain NameNITA.AC.IN
Registry Domain IDD3544155%AFIN
Registrar WHOIS Server:
Reglstrar URLhttp://www.ernet.in
ated Date: 447
Creatlon Date20090406T05 '03:46Z
Registry Expiry Date2019-04-06T05:03:46Z
Registrar Reﬁllstratlon Expiration Date:
Re istrar:ERNET India
Reglstrar IANA ID800068
Registrar Abuse Contact Email:
Registrar Abuse Contact Phone:
Reseller:
Domain Statusok
Registrant OrganizationNational Institute of Technology, Agartala
Registrant State/Province:
Registrant CountryIN
Name Servernsl.nkn.in
Name ServernsZ.nkn.in
DNSSEQnsigned
URL of the | ANIWhmsInaccuracy Complaint Fornmttps://www.icann.org/wicf
>>> [ast update of WHOIS database: 5T15:58:447



http://www.ernet.in/
https://registry.in/index.php?query=180.149.63.3&output=nice
https://registry.in/index.php?query=180.149.63.66&output=nice
https://www.icann.org/wicf

Whoislookup

Aroot@kali~# ping ns1.nkn.in

PING nsl.nkn.in (180.149.63.3) 56(84) bytes of data.

64 bytes from nsl.nkn.in (180.149.63.8mp_seg1ttI=56 time=40.3ns
64 bytes from nsl.nkn.in (180.149.63.8mp_seg2ttl=56 time=45.0ns
64 bytes from nsl.nkn.in (180.149.63.8mp_seg3ttI=56 time=46.Ins
64 bytes from nsl.nkn.in (180.149.63.8mp_seg4ttl=56 time=45.3ns
64 bytes from nsl.nkn.in (180.149.63.8mp_seg5tt=56 time=44.5ns
---nsl.nkn.in ping statistics-

5 packets transmitted, 5 received, 0% packet loss, time 7715ms

rtt min/avg/maximdev= 40.333/44.292/46.140/2.048\s



Metasploitable Introduction

AAn intentionally vulnerable Ubuntu Linux virtual machine that is
designed for testing common vulnerabilities.

AUsed for Labs to exploit

AThis virtual machine is compatible with VMWare, VirtualBox, and
other common virtualization platforms.

ACreated by the Rapid7 Metasploit team
AMetasploitablef 2 3 Amsfading Ta O KS LI arastadmidR




Lab 1.1

ALab Setup

AVirtual BoxVmware
AKali LinuxMetasploitable

AKali Linux Tools

AMetasploitable

ATesting communication between Kali LinMetasploitableserver
AWhois



NMAP

Anmapis an opemsource port/security scanner

AL 0 Q& LINA Y I NBiscovaetzyatdimapiyig of hidstsioikas
network

Anmapis consistently voted as one of the most used security tools

AbSSRa& a AyLdzi F NYy3asS 2N az2ys



NMAP

AHost Discovery Identifying computers on a network

APort Scanning Enumerating the open ports on one or more target
computers

AVersion Detectiorg Interrogating listening network services
Alistening on remote computers to determine the application name and
version number

AOS Detectiorr Remotely determining the operating system from
network devices



NMAP Demo (Script)

Runnmapcommand on Kali Linux Terminal.
Sample Syntax:
nmap[ <Scan Type>.] [ <Optionsy { <target specification}
TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 12691254
-IL<inputfilename>: Input from list of hosts/networks
-IR<num hosts>: Choose random targets
--exclude <hostl[,host2][,host3],...>: Exclude hosts/networks

--excludefile<exclude_file-: Exclude list from file
NmapcvcA<dpl RRNBaapxXxt 221 Fd 0KS NBlnixMportsyforder LIy NB L2 N



NMAP Host Discovery

A Querying multiple hosts using this method is referred (piag
sweepsXa o SSLJ UKNRdzdAK | NF¥y3aS 27T Lt

A The most basic step in mapping out a network.

A Several Sweeps technique

A ARP Sweep (default)
A ICMP Sweeps

A Broadcast ICMP

A NON Echo ICMP

A TCP sweep

A UDP sweep



| 280 5A&a02 gSmdap 19.0.2.0R4csnfi 6 SS LI ¢

-2018.2-vbox-amd64 [Running] - Oracle VM VirtualBox ‘ = H &P ‘ 2

nmap ping sweep.pcapng e 6
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AdAE @ D RE QA «»> s3T5 aaaf
‘ﬂ‘App\y‘ a display filter ... <Ctrl-/> = '1 Expression,.‘
No. Time Source Destination Protocol Length Info
1 0.000000000 PcsCompu_c5:0d:1c Broadcast ARP 42 Who has 10.0.2.1? Tell 10.0.2.15
2 0.000037319 PcsCompu_c5:0d:1c Broadcast ARP 42 Who has 10.0.2.2? Tell 10.0.2.15
3 0.000046225 PcsCompu_c5:0d:1c Broadcast ARP 42 who has 10.0.2.3? Tell 10.0.2.15
4 0.000060048 PcsCompu_c5:0d:1c Broadcast ARP 42 Who has 10.0.2.4? Tell 10.0.2.15
5 0.000072219 PcsCompu_c5:0d:1c Broadcast ARP 42 Who has 10.0.2.5? Tell 10.0.2.15
6 0.000084295 PcsCompu_c5:0d:1c Broadcast ARP 42 Wwho has 10.0.2.6? Tell 10.0.2.15
7 0.000098068 PcsCompu_c5:0d:1c Broadcast ARP 42 who has 10.0.2.7? Tell 10.0.2.15
8 0.000108794 PcsCompu_c5:0d:1c Broadcast ARP 42 Who has 10.0.2.8? Tell 10.0.2.15
9 0.000121280 PcsCompu_c5:0d:1c Broadcast ARP 42 Who has 10.0.2.9? Tell 10.0.2.15
10 ©.000123397 RealtekU_12:35:00 PcsCompu_c5:0d:1c ARP 60 10.0.2.1 is at 52:54:00:12:35:00
11 ©0.000131861 PcsCompu_c5:0d:1c Broadcast ARP 42 who has 10.0.2.10? Tell 10.0.2.15
12 0.000135255 RealtekU_12:35:00 PcsCompu_c5:0d:1c ARP 60 10.0.2.2 is at 52:54:00:12:35:00
13 ©.000137180  PcsCompu_02:a2:93 PcsCompu_c5:0d:1c ARP 60 10.0.2.3 is at 08:00:27:02:a2:93
14 0.000186930 PcsCompu_1a:23:d5 PcsCompu_c5:0d:1c ARP 60 10.0.2.4 is at 08:00:27:1a:23:d5

Frame 492: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ©
» Ethernet II, Src: PcsCompu_c5:0d:1c (08:00:27:c5:0d:1c), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
» Address Resolution Protocol (request)

CCCRff ff ff ff ff ff 68 00 27 c5 0d 1c 08 06 00 ©
CIhCNO8 00 06 04 00 01 68 00 27 c5 0d 1c Oa 0O 02 Off
CrCIN00 00 00 00 00 00 Ga 00 02 e7



Host Discovery : ICMP Sweeps

A Used bynmapwhen router in between (WAN)

A Technique
A sending an ICMP ECHO request (ICMP type 8)
A If an ICMP ECHO reply (ICMP type 0) is received : target is alive;
A No response: target is down

A Pros & Cons

A easy to implement
A fairly slow, easy to be blocked

G ICMP ECHO request =————p gj—
— < ICMO ECHO reply =
=
Scanner a host is alive Target
E ICMP ECHO request ——————p
— O P R No response ...............
[ =1 _ _
Scanner a host is down/filtered  Target




Host Discovery : TCP Sweeps

A Sending TCP ACK or TCK SYN packets

A The port number can be selected to avoid blocking by firewall
A Usually a good pick would be 21 /22 /23/25/ 80

A But.. firewalls can spoof a RESET packet for an IP address, so TCP
Sweeps may not be reliable



Host Discovery : UDP Sweeps

A Relies on the ICMP PORT UNREACHABLE

A Assume the port is opened if no ICMP PORT UNREACHABLE message is receive
after sending a UDP datagram

A Cons:

A Routers can drop UDP packets as they cross the Internet
A Many UDP services do not respond when correctly probed
A Firewalls are usually configured to drop UDP packets (except for DNS)

A UDP sweep relies on the fact that a ractive UDP port will respond with an ICMP PORT
UNREACHABLE message



NMAP Host Discovery summary

sL: List Scansimply list targets to scan

-sn. Ping Scango no further:than determining if host is online

-PN: Treat all hosts as onlireskip host discovery

-PS/PA/PUdortlist]: TCP. SYN/ACK or UDP discovery to given ports
-PE/PP/PM: 1CMP: echo, timestamp, and netmask request discovery probes
-PO [protocol list]: 1P Protocol Ping

-n/-R: Never do DNS resolution/Always resolve [default: sometimes]
--dnsservers <servl[,serv2],...>: Specify custom DNS servers
--systemdns Use OS's DNS resolver

-sU:UDPScan

Demo and look atwviresharkcapture

root@kali.~#nmap-sn10.0.2.4

Starting Nmap 7.70 ( https://nmap.org ) at 20186-26 05:36 EDT

Nmap scan report for 10.0.2.4

Host is up (0.00026s latency).

MAC Address: 08:00:27:1A:23:D5 (Oracle VirtualBox virtual NIC)
Nmap done: 1 IP address (1 host up) scanned in 0.13 seconds

To T Po To Po o Po o Po I



